School Lockdown/ Conditional Access Solution

This document details a hardware based

lockdown solution that overrides existing door

Jie schedules and provides conditional door access

S0VA [eee] 75VA based on user code profile. It uses four zones,

four resistors, two relays, a 431 output harness, a

( ) double pole double throw switch and two virtual
areas.
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The lockdown is enabled by turning on a double
pole double throw switch which shorts an arming
zone with a maintain setting that arms an area
J18 that turns on the lockdown relay (output 1). The
( ) [ee] J7 other pole of the same switch arms the access
Outputs 3 - 6 LOAD area of the dc?or which causes all the doors to
Ji1  Output 1 J2 Output 2 lockdown using the override feature.
\ 3 Once the lockdown has been enabled access is
A ERNG VHT, denied to any personnel who do not have
. Ji6 appropriate permissions in their user code profile

sz\nf' * J13 [ee] to disarm the access area for that door. _
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Start Cell Module the access area access is granted and output
Tamper[ee] X Bus K@ X group 1 fires which causes output 2 to fire
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momentarily which shorts the arming zone and
o J8 o J14 o J9 o JIS o J17 o J19 rearms the access area immediately after access
o =l Q) S (= a is granted and locks the door behind the user.
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o | | ><| | ><| | When the lockdown is no longer required the
- - - - - switch is moved to the other position which
isarms the lockdown area and turns off output 1.
| K d the lockd d ff output 1
’\N\/"\N\"l m The other pole of the switch disarms the access
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