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SINGLE SIGN-ON VS. ACTIVE
DIRECTORY

Overview

Entré has the capability to control users’ access to systems with single sign-on and Active Directory.

Single Sign-On (SSO) gives users the ability to log in to a system with one username and password
that grants access to multiple parts of the system. For example, a user management system at a retail
chain’s corporate HQ allows employees to sign into a computer, then uses an authentication token to
automatically sign them in to their email and programs.

Active Directory (AD) is a centralized user management feature included with Microsoft® operating
systems that allows system administrators to manage users on a Windows® domain. For example, a
college system administrator uses Active Directory to restrict access to specific network drives by
assigning students to a pre-defined student user group.

How Does Single Sign-On Relate to Active Directory?

Active Directory is often used as a source for user credentials, which allows Single Sign-On services to
integrate with systems already managing users with Active Directory. These integrations allow SSO to
use AD information to control access to non-Windows products like web applications.

How Entré Uses SSO

In Version 8.4.0 and higher, Entré supports using SSO to authenticate users for Entré and panel access.

Full Client
After the Entré full client is installed and a local Windows user is assigned an operator profile, the user
is automatically logged in to the full client with their Windows credentials. The user may perform the

functions allowed according to the operator profile assigned to them.

Web Client

Use PingFederate® or PingAccess® software from Ping Identity® to interact with Active Directory and
create a certificate based on predetermined program access. The Entré application server uses the
certificate sent from the Ping Identity server to allow users to log in to the web client without requiring
them to re-enter their credentials. The user may perform the functions allowed according to the operator

profile assigned to them.
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The following information is needed to configure SSO for the Entré web client:
» Assertion Attribute Mapping—The attribute in the IdP that is mapped to the Entré Operator’s login
username from the SAML Response’s Attribute Statement

» Strict—When checked, this option provides further validation of the SAML Response formatting for
high security implementations

» IdP Entity ID—The SSO Service Entity ID (URL) used for validation of the SAML Response
» IdP Redirect URL— The IdP-initiated SSO URL from the IdP

» Assertion Consumer Service URL— The URL for the SAML Response consuming service (Tomcat).
The default is http://[tomcat-web-server:port]l/dmp/entre-acs.

» SP Entity ID— The configurable entity ID for Entré, the Service Provider

For more information about Ping Identity SSO software, refer to PingFederate and PingAccess.

How Entré Uses AD

The Entré NOC Active Directory Service allows organizations to deactivate personnel accounts in Entré
for inactive users in the Active Directory. When personnel are disabled in the Active Directory, the Entré
Active Directory Service queries both the AD and Entré databases, compares the information, then

updates the appropriate table for that personnel record in Entré. The status of the associated personnel

account and their badges is changed to inactive in Entré.

ENTRE SSO, AD, & LDAPS GUIDE 2


https://www.pingidentity.com/en/software/pingfederate.html
https://www.pingidentity.com/en/software/pingaccess.html

CONFIGURE SINGLE SIGN-ON

You must have Entré 8.4.0 or higher to set up Single Sign On (SSO).

Configure SSO in Ping Identity

The SAML Signing Certificate must be obtained from the IdP so the SAML Response can be
validated. Name the certificate SSO.cer and save it to the Entré App Server running directory. The

default location of this directory is C:\Program Flles\DMP\Entre and contains the
vx.license.properties, hibernate.properties, etc.

In the PingFederate Admin console, select PinglD Connector. Then select Assertion Consumer
Service URL (IPv4).

Set Endpoint to the address or domain name of the machine the Apache Tomcat Server is running
on. The default value is http://[tomcat-address:port]l/dmp/entre-acs.

@ Select Save.
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Configure SSO in Entré

Open the Entré Client and navigate to Configuration > System Configuration > Single Sign On.

In Assertion attribute mapping, enter the assertion value that is in the SAML 2.0 response. This
value is passed into Entré as the Operator (Entré Login) username for SSO.

Note: Enable Strict for further validation of the SAML Response value and properties for higher
security. Include an Attribute Statement in the Assertion.

In IdP entity id, enter the Entré SSO Service Entity ID (URI). This is found in the PingFederate
Identity System > Server > Protocol Settings > Federation Info > SAML 2.0 Entity ID.

In IdP Redirect URL, enter the IdP-Initiated SSO URL found in the identity provider. Entré
redirects the URL to the user to begin the authentication process.

Note: Entré does not send a SAML Request to the IdP. Enter the IdP-Initiated SSO URL in this field.

In Assertion consumer service url, enter Entré’s ACS URL. The default is
http://[tomcat-address:port]/dmp/entre-acs. This is found under PingFederate SP Connection >
Protocol Settings > Assertion Consumer URL > Endpoint in PingFederate.

In SP entity id, enter the desired Entré Entity ID. This is used during validation of the SAML

Response sent to Entré.

@ Om ® Wn ®O

System Configuration - Entré = o *
File Edit MNavigation Monitoring Management Configuration Advanced Window Help
 seve | @

Single Sign On | Single Sign On

Events/Alarms Web Application Settings

Pergonmnel - ; : 3 gy r

Badges eﬁusem&n attribute mapping: | Mapped Operator usemame attribute (default is “usernarme’)

Logins £ strict

Passward Policy B IdP entity id: | Identity Provider's Entity ID URI

Personnel - Custam . e - e
Bikics . fotas o IdP redirect urk | Identity Provider's IdP-Initiated 550 LURL

Badges - Custom Bj\sseﬁiun consumer service urk | Entré AC5 URL (default is hittpe//[tomcat-address]:[port]/dmp/entre-acs)
10 = Generator e ——

ot () 5P entity id: | Desired Entré Entity ID

Card & Generator
Pasgword Generator
Support Contact
Badge Designer
Eadge Printing
Image Processing
Miscellaneous
Ternp. Badge Wizard
General Ul

Desktop Client Settings
[] Enable Single Sign On using Windews Login

Data Transfer
DMP Communication

@ Select Save and restart the Entré Application Server service.
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Add a New Operator

Add a new operator in Entré with any password you want. Entré requires a password to create an
operator but authentication will be handled with the identity provider so it won’t be used by the web

client.

@ Start the Apache Tomcat Service.
@ Enter http:[tomcat address]:[port]l/dmp/entre-sso in the browser.

@ You will be redirected to the Entré start page.

Set Up the Desktop Client SSO with Windows Login

This feature allows Entré to use the Windows domain user from the machine that is logged in and
verifies it against the Entré operator.

@ Open the Entré Client and navigate to Configuration > System Configuration > Single Sign On.

@ Select Enable Single Sign On using Windows Login.

@ Restart the Entré Client.

@ Create a new operator, adding their Windows domain user and an Entré password. This Entré
password is separate from their Windows password and is required to create the operator but is
only used if the local user can’t be authenticated. The Windows Account is the local domain and
the windows username, separated by a backslash (\).

[€] Add - Login O b4
[] Save and Close (=5 Report...

General General

Profiles
Audit Records
Recent Events Windows Account: | PC\WUser

Username: | WUser

Confirm password: | [T T

Password expires: | 5/6/2020

|
|
Password: ‘ -------------- ‘
|
|

[ service login only

Location: ~ Choose... Clear

Assigned to: ‘ ‘ View... Select... Clear

Validity: | Active ~
Effective: ‘ ‘ Time: | ‘
Expires: ‘ ‘ Time: | ‘

Partition: ~

Comments: ‘ ‘
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CONFIGURE ACTIVE DIRECTORY
FOR SECURE LDAP

The rest of the document walks you through setting up Secure LDAP over TKS 1.2 in Entré. Configuring
Active Directory (AD) requires the Entré technician to employ the assistance of the customer’s Active
Directory Engineer because Microsoft will not allow any wrong entries to be deleted from Active
Directory. These wrong entries may be labeled “defunct”.

Active Directory Explorer is a small utility provided by Microsoft to view and modify Active Directory. It
may be installed on the machine that is running the AD service or on a remote machine.

Warning: DMP Technical Support can assist with Entré’s Secure LDAP module, but they are not able
to support Active Directory. For Active Directory support, contact either the Active Directory
administrator, your local IT department, or Microsoft.

Get Recommended Tools

Microsoft Management Console with Active Directory Snap-ins
The Microsoft Management Console (MMC) Active Directory (AD) Schema Snap-In is required for adding

attributes and classes to the AD Schema and must be registered on the machine running the AD service.
ADSI Edit snap-in is required for adding a Container.

» https://www.technipages.com/active-directory-schema-snap-in

& Consale - [Console Root]

- X
@ File Action Wiew Favorites Window Help - & x
=m0
I Console Roat Marme Actions

There are no items to show in this view. Console Root -
More Actions »
Add or Remove Snap-ins x

You can select snap-ins for this console from those avalsble on your computer and configurs the selected sek of snap-ins. For
extensible snap-ins, you can corfigure which extensions are enabled

available snap-ins: Selected snap-ins;

Snap-n vendor A [ Console oot Edt Extonsions..,
| Active Directory Do...  Microsaft Cor... me :weﬂuw Schema —

[ Active Directory Sch... Microsoft Cor... ADS Edit

B Active [ active Directory Users and Con|

[

. Microsoft Cor. .
B Microsct Cor... Move Up
e Micrasaft Car...

2 npst Edt Microsaft Cor... TS Have B
[T nuthorization Manager Micresoft Cor. ..

] Certificate Templates  Microsoft Cor...
¥ Certificates Microsoft Cor...
il Cortification Authority ~ Microsoft Cor..
. Companent: Services  Micrasoft Cor...
{8 Computer Managem... Mierassft Cor...
™ Device Manager Microsoft Cor...

v < > Advanced.

Description:

Active Directory Users and Computers alows management of users, groups, organizational units, and all other AD DS objects.
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Active Directory OID Generator Script

An Object Identifier (OID) is required when creating new attributes or classes in the AD Schema. This
script must be executed on the machine running the AD service.

Add Attributes to Active Directory

1. Open the Active Directory Schema I AD=chemaSnapinConsole - [Conscle Root\Active Directory Scherma [WIN-51523HANURC. entressoocal[\s
management console snap-in. @ File Action View Favorites Window Help
e A Balca [ RNEY
2. Right-click the Attributes folder. | Console Root Name
v E A.cti\.re Directory Schema [WIN-3J523H4NURC. entresso.local] EaccountExpires
3. Se|eCt NeW > Attribute | Classes EaccountNameHistory

| Attribut
_| Attnibutes EaCSAggregateTokenR..

Create Card Number
1. Enter the Common Name: VXBadge-Card-Number.

Create Mew Attribute s

Create a New Attribute Object
Identification

This is case sensitive.

2. Enter the LDAP Display Name: VXBadge-Card- Commn Name: [ VXBadge Card Himber |

LDAP Display Name: |uXBadgeCardNumber |

Number. This is case sensitive.

Unique X500 Object ID: |9?3.49335.15??3.463?3.M?1524.52ﬂﬂ??&|
3. Enter the Unique X500 Object ID created by the Description: [Erire card rumber |

OID generator script.
Syntax and Range

4. Enter the Description for the attribute: Entré card Syntax: Unicode String i
number. Minimum: | |
Maximurm: | |

5. Select the Syntax: Unicode string.
[ Multi-Valued

6. Click OK. Cancel Help

Create Usercode

1. Enter the Common Name: vxUserCode. This is case sensitive.

2. Enter the LDAP Display Name: vxUserCode. This is case sensitive.

3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré Badge user code.

5. Select the Syntax: Unicode string.

6. Click OK.
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Create Usercode Profile

1. Enter the Common Name: vxUserCodeProfiles. This is case sensitive.

2. Enter the LDAP Display Name: vxUserCodeProfiles. This is case sensitive.
3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré user code profile names.

5. Select the Syntax: Unicode string.

6. Turn on Multi-valued.

7. Click OK.

Create Operator Profile

1. Enter the Common Name: vxOperatorProfiles. This is case sensitive.

2. Enter the LDAP Display Name: vxOperatorProfiles. This is case sensitive.
3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré operator profile names.

5. Select the Syntax: Unicode string.

6. Turn on Multi-valued.

7. Click OK.
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Add Badge Class to Active Directory

1.

N

o v o~ oW

10.

1.

12.

13.

Open the Active Directory Schema.

Right-click the Classes folder.

Select Create Class from the Action menu.

Enter the Common Name: vxPersonnelBadge. This is case sensitive.

Enter the LDAP Display Name: vxPersonnelBadge. This is case sensitive.

Enter the Unique X500 Object ID created by the OID generator script.

Enter the Description for the class: Entré badge.

Leave Parent Class blank.

Set Class Type to Structural.

Click Next.

Add Mandatory attributes: vxBadgeCardNumber and employeeNumber.

l%l Note: You could also use any other attribute for empl/oyeeNumber that uniquely identifies a

person in AD and is associated with Field Mapping.

Add additional attributes as necessary: vxUserCode and vxUsercodeProfiles.

Click Finish.

B ADschemaSnapinConsole - [Console RoathActive D
& File Action View Favorites Window Help
[ ARaNalBENETN Yo

% 10.4.2231 - Remote Deskiop Connection

EX Select Administrator: Windows PowerShell

I Console Root
v [, Active Directory Schema [WIN-3)523H4NURC entresso.local]
13 account
=12 aCSPolicy
¥z aCSResourceLimits
12 aCSSubnet
=72 addressBookContainer
512 addressTemplate
2 applicationEntity
12 applicationProcess
512 applicationSettings
pplicationSiteSettings
913 applicationVersion
=72 attributeSchema
512 bootableDevice
2 builtinDomain
12 categoryRegistration
512 certificationAuthority
512 classRegistration
913 classSchema
512 classStore
52 comConnectionPoint
52 computer
12 configuration
H1 connectionPoint
H13 contact

=73 controlisccessRight
2 country

2 cRLDistributionPoint
12 crossRef

512 crossRefContainer
2 device

2 dfsConfiguration
72 dHCPClass

512 displaySpecifier

2 displayTemplate

=2 dnsNode
51 dnsZone
* dnsZoneScope
3 dnsZoneScopeContainer
= document
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A~ || Name Type

=L account Structural
STaCsPolicy Structural
B aCSResourcelimits Structural
T aCSSubnet Structural
B[ addressBookContainer  Structural
T addressTemplate Structural
" applicationEntity Structural
L applicationProcess Structural
T applicationSettings Abstract

#[iapplicationSiteSettings  Abstract

. applicationVersion Structural

Identfication

O o
Q. [

1 |nh;§eanﬂypa

Class Type: Structural v
<Back Next > Cancel

STSCUTTgaTT St
L dHCPClass Structural
S displaySpecifier Structural
T displayTemplate Structural
S dMD Structural
T dnsNode Structural
B dnsZone Structural
#.dnsZoneScope Structural
®[2dnsZoneScopeContai... Structural
ST.document Structural

Status
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

X

(1)

®

Help
Active
Active
Active
Active
Active
Active
Active
Active
Active

Description
The account object clas.
ACS-Policy
ACS-Resource-Limits
ACS-Subnet
Address-Book-Container
Address-Template
Application-Entity
Application-Process
Application-Settings
Application-Site-Settings
Stores versioning inform...
Attribute-Schema

A device with boot para...
Builtin-Domain
Category-Registration
Certification-Authority
Class-Registration

Class-Schema

Class-Store
Com-Connection] Create New Schema Class
Computer
Configuration Mandatory:
Connection-Point] vXBadgeCardNumber
Contact
Container
Control-Access-Ri
Country

CRL-Distributi

lemployeeNumber ] Add

Remove

Cross-Ref
Cross-Ref-Contai
Device
Dfs-Configuration @
DHCP-Class

Display-Specifier

Optional

vxUserCode
vxUsercodeProfiles

Add

Remove

Display-Template
DMD
Dns-Nede

Dne-Zone < Back Finish

Cancel

Help

Azonescope of a zone 5.
Container for Dns Zone ..
The document obiect cl.




Edit User Class in Active Directory

Associate operator profile attribute with the existing user class.

b =k

1. Open the Active Directory e e
1 Gomcle Pact Hame e Sahn Dererpaen | Ao
schema management console s e o o e
i L= activy [T —— ey
) - ‘bs""';'"“ ::.mww-u T— Aty Farmeste-Sloruge-Sarvice.
- = Hebadent udP e Bt Actne Fasabtrinal-# erion L
snap-in. W Acthen Bt U Dot ST KL R ] A The FORLE R ol [rospy—
STroNune Trahenl At Fl Marueper
*Cebsa Bastan st ]
en Westeinl et Thi it bl dlirid
2. Open the Classes folder. g e oo
S epEntry .
::::: [ seectschema Gtyect ®
3. Right-click the User class and SEchotitines
:m‘:’:; T 8 ch T
S—— -
. S badnimineasers | | |vadiom =3
select Properties. st I —
L mboman peestiv et
SCumDomaniig -
- T 3;:.".;3.-0
4. Open the Attributes tab. o E
- e —
o | e
H 2 SR urverilemies alFinenitiects
5. |If creating Entré operators “Curckarmomen.. || [0
ST sarviceClan mmv-":
. *TuarviceConnectenPint v
from the directory, add TEsnsnce B -
[ ——
g - :m yDtyect o Cancal ook gy
additional attributes as e — e
L inkridg cta Aty Str-Link-Bcign
. B e ontaner T Active Stae-Containae
necessary: vxOperatorProfiles. e e do e
B et P— Actie Subaer
ST ontine sl iy okt Corkanat
STrasoters Frarenl active. SuiSihena
1 b dam i T
6. C||Ck OK ':::uou-— bvn‘:‘- m: v:m-m
SChpelibey Tnsmanl Aatne TrpeLibiery
L Dl A =8
[ STV Bostnd At Vebarie
+ || PEPererndlidye Bosctnd Hetie. Entre Badge w
a
R Me Actos View Feete Wodos  Map
I - FERC)-
! Lot host [ Tree A Desirpaon = | Metions
w T Active Drectoey Schema [NOLC_DCantamec b [ Shrectorsi At ooy Py =
diche. S amoteladRacpane  Sractuanl - U — [P—
) }m":':"" Lot Mt e LI ————
3 e BT b e St e Faseierinal-Perion. et
o A s e ST Saeecrsd hawee The OIS0 o Wioes Actom
[ T Shoectsd e [ R -
Sl Serectursl Ao 2
B rmom Serectursl A The soom object clats it
L pctortaine fro— . s P .
*Cciatny o brprtn roox
“TrpcPrifieEleme os
“Treciener -1 -
[ 0 St
ST AASdtor, | Mwduy
B abadmnatubonty
BT rambomn
.
ST
ST saciet
'_Em.-m- Dpuarsl o - ekl
tevuriyParpal o]
T ey s
L rencpAdmenntiston (erEMIECanheme
Ly ST Y T
I ———— = v
ST sare ivitance
b LTV T PTE)
e e i
S itelink Sterctinnl L Chwliok
ST sitelinkridge Serectursl A Ste-Link Bradge
BT utenl ontene: Seroctursl At twn-Contaenen
*Luenge pa—— P .
L T Shoechursl gy ket
BT ket ot et i ke Cortpra
i £ 2R Bretanl s Sebiihima
“Trer et Aoer Tep
BL mtedComan Serectursl A Trasbed:Dormain
L typellibrary Srctunl Acsie Tipe-Litrary
ST Sanectunsl hutn thar
L volume Seroctunl it Vobame
‘ 3 PTidwnceniladge St actn Lty sz e

ENTRE SSO, AD, & LDAPS GUIDE

- -~



Add Badges Container to Active Directory

Similar to User objects, Badge objects must also have a container in AD.

1. Open the ADSI Edit snap-in. You can use either ADSI Edit or Active Directory Explorer. The steps may

vary depending on which program used. The steps shown here are for the ADSI Edit.

2. Connect using the Connection
Point.

3. Select a well-known naming

context.

4. Select the Domain Controller
node and choose New >

Object of class Container.

5. Set the common name to
CN=Badges.

6. Click OK.

H Consolel - [Consale Root\ADSI Edit\Default naming conted [MOC_DC entrenoclocal]
i File Action View Favorites Window Help
o M 6= HD

-1 Console Root Il Marne

Class Distinguished Name
- B
» Active Directory Schema [NOC_DC.entrenoc.lo | — .
& B y ! b .| DC=entrencc, DC=local domainDMN5 DCzentrenoc,DC=local
~ Z' ADSI Edit
~ 5 Default naming context [NOC_DC.entrenoc
w7 = antranne M= lnral
Object... New >
Mew Window from Here
Rename
Refresh
Properties
Help
I
Create Object . Creste Object b
|
s o= Attribute: o
Syntax: Unicode Si
buitnDomain A =
dassStore -
computer Description; - Common-hame
contact
country
device
disConfiguration
domainDHS Valoe: [Eadoed
domainPokcy
friendiyCountry
growp .
Arru OV i
< Back Cancel Help <Back Cancel Help
T Comunte’ - [Comiole RiselADS! ErDafanst maming oostent [NOC DX srtsner Jowal] \DCn emtsenes, D loen] - o x
@ i Acion Vers  frecrim Windos  Helg o=
s amETas Bm
|2 gomete bt Hame tlass [ ——— et
¢ o Aot Depctoey Shema [NOCDCantrenst e ) 61y Biges contenes CHiaBedge B santranos D local B emirenes OCulocal -
v o ChisBiakin P — A .
W Detnsh marming contof [1ROC_DC 840852 | 1) s Compudan: re— EiaLompaten B¢ s snirenac, B local
5 2 —"—— CsDommnControen  sepinaation. Dl Domaen Comolen i swetreees, 0 el
] Actien Dinacteny Usan and Computir . -
CHsForpriacnPIntp Gos Nl oty P O e O st
1 Chakeys s ORI san, DT
ChsLentadFisnd A e =LA b D = ertrerebt, D Retal
CHaanaged Senvice Aot contsines  Chisbanagod Service et ousnty [ entrensse I sl
KT et mai-Chuctn. CHeHTES Gt B estronce: D local
ChinPragram Duts .- LT S——" Ly S— s
ChinSyabem antamer O Syst oo O memtrensse, D abeenl
Ehia e Bivicms e s TP Drvices D€ érars D atocal
Chlulars centaene LHia Lhan 003 entrenac, DC s le<al
(R L —————
< » ||« >
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Add New Users and New Badges to Active Directory

Panel Users are added to Entré by creating User and Badge objects in Active Directory. When adding
existing AD users you can do a full import to bring all existing users into Entré. The User needs to be
created before the Badge in order for individual imports to work without performing a full import.

Note: Be sure Users and Badges are active when creating them in Active Directory in order for them

to be active in Entré.

A dd Ne W Users & Consolel - [Console Roct\ADS| Edit\Default naming context [NOC_DC.entrence local] \DCx entrence, DCxlocal]

& File Action View Favorites Window Help

1. Open Active Directory Explorer and eo aEXE0R NN

| Console Roct [ Mame Class Distinguished Name
. » & Active Directory Schema [NOC_DC.entrenoc.lo CH=Esdges container CM=Badges,DC= =
1CNe = Badges,DC= entrencc,DC=local
connect to AD. You can use either "%“‘,D";::knmm contet [NOC_DC snrence| =) Chi=Buitn builtinDomain  CN=Buitin,DC=entrenoc,DC=local
3 DC—mIrengM.DC—roul o | CN=Computers <entainer CN=Computers, DC=entrencc, DC=local
ADSI Edit or Active Directory Explorer. ! ChisBadges | QU=Damain Controllers  erganizaten...  OU=Domain Contrales D<= endrenes, D<=losal
1 Ch=Builtin | CH=ForesgnSecurityPrincip... container CN=ForeignSecuntyPrincipals, DC=entrence, DC=local
. " M | CN=Keys container CM=Keys,DC=entrense, DC=local
| CH=Computers
The Steps may vary dependlﬂg on . DU:DcmapinCcnlrnllzn | €N=LostandFound lostandFound  C=LostAndFound DC=entrence, DC=local
] CM=FareignSecurityPrincipals ] CN=Managed Sendce Acco. container Ch=Managed Senvice Acecunts, DC=entrence, DC=local
f ) CMaKeys | CN=NTDS Quota msDS-Quets.  CN=NTDS Quotas, DC=entrenoe, DC=local
which program used. The Steps shown ] CM=LostAndFound | CN=Program Data container CNaPragram Data,DCa entrenoc, DCs local
i . | CM=Managed Service Accounts | CNi=System container Cl=System,DC= entrenoc,DC=local
here are for Active D|rectory Exp|orer_ ] CM=NTDS Quotas ] CN=TPM Devices msTPM-Info...  CN=TPM Devices, DC=entrenoc, DC=local
1 CM=Prograrm Data 1 CH=Users container CN=Users, DC=entrenoc, DC=local
] CM=System Flen frastructur.. CN DC=entrence, DC=local
. . . ] CM=TPM Devices
2. Right-click the Users Container and } ChecUsee
Move
select New > Object of class user. 9 e Connecton fom Here
Object.. (™ s
. Mew Windaow from Here
3. Set the common Name attribute. =
elete
Rename
4. Select More Attributes. [z
Properties
Help
Create Object X Create Object X Create Object X
e Attrbute:  cn Atirbute:  sAMAccounthlame
Syntax:  Unicode String Syntax:  Unicode String
TRASAdministrationConnectionPont ~
RAShdmiistratonDictonary Description:  Common-Name Description:  SAM-Account-Name
secret
serviceAdministrationPoint
serviceClass
serviceConnectionPoint
servicelnstance
storagde Value: Isaac Newton| 9 Value: [ ewton] e
trustedDomain
9
valume .
< Back Cancel Help < Back Cancel Help <Back Cancel Help
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5. Set the SAM-Account-Name attribute.

6. Set the givenName (first name) attribute.

7. Set the sn (last name) attribute.

8. Set the employeeNumber attribute

ré“, Note: This could instead be employeelD or another similar attribute as long as it uniquely identifies a

Person in AD and is associated to the Entré Property: Person.personldentifier.govtld in the Entré

Secure LDAP Server Field Mapping. Field Mapping will be described later in this document.

9. Click OK.

cn=lsaac Newton x cn=lsaac Newton b cn=Isaac Newton X

Attributes Attributes Attributes
Path Path Path:
Class: user Class: user Class: user
Select which properties to view: | Optional ~ Select which properties to view: | Optionial ~ Select which properties to view: | Optional v
Select a property to view givenName ~ Select a property to view: sn ~ Select a property to iew employeeNumber ~
Atribite Values Atribute Values Attribute Values
Syntax | DirectorySting | Syntax: [DirectoryString | Syntax | DirectoryStiing |
Edit Attrbute: | lssac] ia Edit Attnbute: [ Newtor| a Ed Atribute: 67308251 Q

«
Valr  [anot et | Vo) [anotsets | Valuel):  [<notset> |
Set Clear Clear Set Clear
Cancel Carcel Cancel

Add New Badges

1. Open the ADSI Edit snap-in. You can use either ADSI Edit or
Active Directory Explorer. The steps may vary depending on

which program used. The steps shown here are for the ADSI

E Consolel - [Console Reot\ADSI Edit\Default naming context [NOT_DC.entrenoc.local] \DC=ent

File Action View Favorites Window Help

e HE XE 6= HIE

2 Active Directory Schema [NOC_DC.entrencc.lo)
~ [ ADSIEdit
v j Default naming context [NOC_DC.entrenoc

Edlt w [ ] DC=entrenoc,DC=local
' | CN-Radnsr
oo Move
2. Right-click the Badges Container and select New > Object of | DT AR
New
class vxPersonnelBadge. TN piew
:j E: New Window from Here
3 CN New Taskpad View...
o
= N Delete
e Rename
ey Refresh
Export List...
Properties
Help

ENTRE SSO, AD, & LDAPS GUIDE
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3. Set the common Name attribute value to vxPersonnelBadge.
4. Set the vXBadgeCardNumber attribute.

This is the number on the prox card or a unique number not duplicated in the database.
5. Set the employeeNumber attribute.

This is the employee number assigned to the user created in the previous step.

ré“, Note: This could instead be employeelD or another similar attribute as long as it uniquely identifies a
Person in AD and is associated to the Entré Property Person.personidentifier.govtid in the Entré
Secure LDAP Server Field Mapping. When Entré imports Badge objects from AD it uses this attribute
value to determine what Badges are assighed to a Person. Field Mapping will be described later in

this document.

Create Object X Create Object ¥ Create Object X
Select a dass: Attribute: vXBadgeCardNumber Attribute: employeeNumber
Syntax: Unicode String Syntax: Unicode String
rRASAdministrationDictionary "
samServer
Description:  Entre card number Description:  Employee-Mumber

seqet
serviceAdministrationPoint
serviceClass
serviceConnectionPoint
servicelnstance

storage

trustedDomain

Value: [s87ssl value: [ 6708251

user
volume
vxPersonnelBadae

4 o

3/

< Back Cancel Help

Cancel Help

< Back Cancel Help

6. Select More Attributes.

7. Set the vxUserCode attribute.
This is the code in the prox card or a unique code created for the badge.

Create Object x cn=vxPersonnelBadge x cn=vxPersonnelBadge

Attributes Attributes

To complete the creation of this object, click Finish

To set more attributes, click More Attributes

6 ExXm

< Back Finish

Cancel

Help

Path:

Class: vxPersonBadge

Select which properties to view:

Optional

Path:

Class: vkPersonBadge

~ Select which properties to wiew: | Optional

Select a property to view:

adminDescription

~ Select 3 property to view: vxlserCodel

Atribute Values

Syrtace: DirectoryString
Edit Attribute:

<not set>

Value(s):

praxiedObjectName
proxyAddresses
queryPolicyBL
replPropertyMetaData
replUp ToDateVector
repsFrom

repsTo

revision
sDRightsEffective
serverReferenceBL
show InAdvancedViewOnly
siteObjectBL
structurslObjectClass
subRefs
subSchemaSubEntry
systemFlags

urd

uSNChanged
uSNCreated
uSNDSALastObjRemoved
USNIntersite

whemPath
wellKnownObjects
whenChanged
whenCreated

uSNLastObjRem
uShSource
vxlserCodeProfiles

wW\WHomePage &

Attrbute Valuss

v

Syrtae: ‘ DirectoryString

Edit Attribute: 56789

Value(s): ‘mot sets

Set
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10.

1.

Set the vxUsercodeProfiles attribute.

This is the name of the user code profile found in Entré for the panel that this badge will be sent to.

Add or remove as many profiles as needed for this badge by selecting Add or Remove.

Click OK.

Click Finish.

cn=viPersonnelBadge

Attributes

Path:

Class: vxPersonBadge

Select which properties to view:

Select a property to view:

Optional E
wxlserCode 1
proxiedObject Name ~

Attribute Values

Syrta: DirectoryString
Edit Attribute:
56789

Value(s):

prosyAddresses
queryPalicyBL
replProperty MetaData
replUp ToDateVector
repsFrom

repsTo

revision
sDRightsEffective
serverReferenceBL
showlnAdvancedViewOnly
siteObjectBL
structuralObjectClass
subRefs
subSchemaSubEntry
systemFlags

urd

uSNChanged
uSMCreated
uSNDSALastObjRemoved
USNintersite:

uSMLastObjRem
uSMSource

vxUserCode
\xUserCodsProfise 8
whemPath

wellKnownObjects

whenChanged

whenCreated

wW\WHomePage N

cn=vxPersonnelBadge

Attnbutes

Path

Class: vxPersonBadge

Select which properties to view: | Optional
Select a property to view vxUserCodeProfiles 1
Attribute: Values
Syritane: | DirectorySting
Edit Attribute |5554:1eaner
Valuels): <not set>
Add Remave

Q= =
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To complete the creation of this object. click Finish.

To set more attibutes, click More Attributes
< Back Finish Cancel Help



SECURE LDAP INTEGRATION
INFORMATION

Standard Import Command
The Standard Import searches Active Directory for Personnel and Badge changes made since the
previous import. Those changes are then saved to Entré. Deleted personnel and badges are found in the

Active Directory deleted object container.

Full Import Command

The Full Import search procedure pulls all entries from an Active Directory folder. Discovered personnel
and badges are saved to Entré. Deleted personnel and badges are inferred by synchronizing the
directories entries with the previously imported records. A Full Import is recommended from time to
time, because entries can be moved to different folders or pruned from the deleted object container

before an import is run.

Update Direction Configuration

Each property integrated between Entré and Active Directory is given a contract. That contract defines

how the property is expected to receive updates.
The possible contracts are listed in the following table.

UPDATE DIRECTION DESCRIPTION KEYWORD

Pull the field from Active Directory on Import
All sources send updates Push the field to Active Directory on Export NONE

Automatically push changes to Active Directory

Never push changes for this field
The directory sends updates Always pull changes for this field DIRECTORY

Active Directory is expected to update this field

Always push changes for this field
The application sends updates Never push changes for this field APPLICATION

Active Directory should not update this field

Note: Microsoft AD is active/inactive since it does not have the mapping for Retired, On Leave, or

Terminated.

Integration does not allow for person, badge, or operator deletions.
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Import Troubleshooting
During an import, the Entré app server log may show the following warning after binding to the Secure

LDAP server, and no records will import:

[2022-02-24 15:21:30,912] INFO - DtLdapConnection - Connecting and binding to the Secure LDAP
server: 10.3.6.21:636 [2022-02-24 15:21:31,237] WARN - DtLdapIlmportRunnable - Unable to retrieve a

remote timestamp. Time drift related synchronization issues may occur.

By default, Entré touches the CN attribute of the binding DN to get the timestamp from the Secure
LDAP server. Depending on the client schema, Entré may not have rights to touch this specific attribute.
There may be another attribute in the binding DN that could be used. Contact Software Services for

assistance at SoftwareServices@dmp.com.
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CONFIGURE ENTRE FOR SECURE

LDAP

Initiate the Secure LDAP Server Setup

1. Ensure Entré license includes data transfer plugin key-value pairs.

2. Open the Hardware Tree.

3. Right-click DMP Driver and select Data Transfer driver, if it does not exist.

4. Bring the driver online.

5. Right-click driver and choose New LDAP Server.

Warning: DMP Technical Support can assist with Entré’s Secure LDAP module, but they are not able

to support Active Directory. For Active Directory support, contact either the Active Directory

administrator, your local IT department, or Microsoft.

Set Up the Server Information

Fill the fields with information for your organization.

FIELD NAME DESCRIPTION EXAMPLES
IP address The IP address where the Active Directory |10.10.10.10
service is running
Port The network communication port 636
Password The service login password AR
Bind DN The Active Directory container which the This is not guaranteed to be the username:
service login has ownership of
CN=aduser,CN=Users,DC=example,DC=org
CN=AD_User,CN=Users,DC=example,DC=org
Schema DN The Active Directory container which CN=Schema,CN=Configuration,DC=example,DC=org

stores information about attributes and
classes

Schema Request
Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a schema
query

(&(&(objectClass=attributeSchema)
(attributeSyntax=*))(!(isDefunct=TRUE)))

LDAP
Implementation

The identity management solution chosen
by the customer. ex. Active Directory,
Open LDAP, eDirectory

Active Directory

User DN

The Active Directory container which
stores User objects

CN=Users,DC=example,DC=org

User Request Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a user query

(&(&(objectCategory=vx PersonnelBadge)
(vXBadgeCardNumber=*))(!(objectClass=vxDeleted
Object)))

Badge DN

The Active Directory container which
stores Badge objects

CN=Badges,DC=example,DC=org

Badge Request
Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a badge query

(&(&(objectCategory=vxPersonnelBadge)
(vXBadgeCardNumber=*))(!(objectClass=vxDeleted
Object)))
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Example of Open LDAP:

O x
Sawve and Close (2 Report...
General Configuration
M IP address: [ 10.3.6.210 |
Configuration
Properties Port: | 636 |
Import Poll S5chedule Password: | T |
Field Mapping : i o -
Field Transformations Bind DM (Distinguished name): | cn=admin,dc=openldap,dc=local |
Audit Records Schema DM (Distinguished name): | cn=subschema |
Recent Events
DS e G Schema Request Filter: | (BulobjectClass=")) |
LDAP Implementation: | Open Ldap -
User DN (Distinguished name): | ou=People,dc=openldap,de=local |
User Request Filter: | (BuobjectClass=person)) |
Badge DM (Distinguished name): | ou=DMPBadge,dc=openldap,dc=local |
Badge Request Filter: | (BuobjectClass=Badgeclass]) |
Timestamp Attribute Mame: | modify Timestamp |
UID Attribute Mame: | uidMumber |
Example of Active Directory:
Edit - LDAP Server O e

2| Save and Close 5 Report...

Schemna DN (Distinguished name): | cn=schema,cn=configuration,dc=entreLDAP,dc=local

Recent Events

Do Commat Schera Request Filter: | (Bu&ohjectClass=attributeSchema) (attributeSyntax="))(!(isDefunct=TRUE)))

General Configuration

LOCEFIUH 2 IP address: | 10.3.6.21 |
Configuration

Properties Port: | 636 |
A ol bl Password: | TTITYITY YY) |
Field Mapping -

Field Transformations Bind DN (Distinguished name): | cn=admin,cn=Users,dc=entreLDAP,dc=local |
Audit Records |

LDAP Implementation: | Active Directory ~

User DM (Distinguished name): | cn=users,dc=entreLDAP,dc=local

User Request Filter: | (8(B(objectCategory=Person)(employeeMumber=")){!(chjectClass=wx Deleted Object)])

Badge DN (Distinguished name): | cn=badges,dc=entreLDAP,dc=local

Timestamp Attribute Name: | whenChanged

Badge Request Filter: | (88 (objectCategory=vxPersonnelBadge) (vXBadgeCardMumber="]){!(cbjectClass=vx Deleted Object]]) |

UID Attribute Name: | ohjectGUID
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Configure the Field Mapping

The Field Mapping control describes what Secure LDAP Directory data field ties to what Entré data
field. There is a minimum set of mapping definitions required to transfer Personnel and Badges between
Active Directory and Entré.

EZ::-_:--'Z-.' &
5 Report...
General Field Mapping
Location [EF Add... gaglmport.. g Export..
CDI"IfIgL.II'atIDr'I Data Transfer Attrib...  Entre Property Min Max Multi-Value  Update Direction
Properties
Import Poll Schedule sn Person.personldentifier.name.lastName 0 255 false All sources send updates
givenMame Person.personldentifier.name firstMame 0 255 false All sources send updates
Field Transformations employeeNumber Person.personldentifier.govtld 0 255 false The directory sends updates
Audit Records vXBadgeCardMumber Badge.cardNum 0 255 false The directory sends updates
Recent Events wiUserCode Badge.userCode 0 255 false All sources send updates
Device Commands sAMAccountiName Persen.username 0 255 false All sources send updates
wxOperatorProfiles Person.privilegeAssignments 0 255 true All sources send updates
wxUsercodeProfiles Badge.privilegeAssignments 0 255 true All sources send updates

Map a Single Directory Attribute to Many Entre Properties
DMP does not recommend using the Application sends updates or All sources send updates directions.
This may cause unexpected results. DMP recommends The directory sends updates.

In Active Directory, users are either Active or Inactive. LDAP3 directories may be able to map an
employee status name such as Retired or On-Leave by using field mapping and field transformation
JavaScripts. See the screenshots for Import Transformation and Export Transformation. The Active
Directory attribute memberOf can be mapped to Person.privilegeAssignments for operator profile

assignment.

The Personnel ID, in Entré, is a unique number. This number is mapped to the Directory’s GUID. The
GUID is a required field in order for the LDAP integration to work with Entré. Changing this property
may result in a duplicate entry and not send a update to the Directory. Changing this property in the

Directory will send to Entré as a new user.

This integration does not support sending new personnel or badges from Entré to the Directory.
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Add Additional Mapping Definitions
1. TO add additional mapp|ng [€] £dd - Field Mapping [m] *®
definitions, select Add. e

Update Direction: | All sources send updates ~
2. Choose a desired update direction. mermutee Entre property
|ma\\ ‘ Search... |Ema\| | Search...
H i mail Person.contactinfo.emailAddresses[specifier= 0THERvalue
3' SeIeCt the LDAP AttrIbUte' |n thls mailAddress Person.contactinfo.emailAddresses[specifier=PRIMARY].value

otherMailbox

Person.contactinfo.emailAddresses[specifier=SECONDARY]value

example: Mail.

4. Select an Entré property value.
Example: Person.contactinfo.emailAd
dresses[specifier=PRIMARY].

5. Click Save and Close.

After another import/full import executes, the email address should appear in Entré:

Edit - Personnel Record O *
Save (§) Close (=] Report...
Photo Vital Contact

ID# || 85692672

Partition: ~
&4 Capture... ¥ Clear
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List of Mappable Entré Properties

By Badge:
NAME

Grant one Free APB Pass

PROPERTY
Badge.antiPassbackExempt

FIELD LIMITATIONS

1 or O (Checked or Unchecked)

Generic card format (Prox)

Badge.badgeCardFormat.name

64

Badge format Badge.badgeFormat.name 24
Badge type Badge.badgeType.name 32
Card#t Badge.cardNum 17
Comments Badge.comments 55
Facility code Badge.facilityCode 4
Hot stamp Badge.hotStamp 10
Issue code Badge.issueCode 8
Large card number Badge.largeCardNumber 1024
PIN Badge.pin 20
User Code Profiles Badge.privilegeAssignments 255
Site Badge.site.name 8
User code Badge.userCode 12
Effective Badge.wvalidity.timespan.effectiveDate 8
Expires Badge.wvalidity.timespan.expirationDate
Validity Badge.validity.type.name 32
Watch level Badge.watchlLevel.name 32
By Person:

NAME PROPERTY FIELD LIMITATIONS
Comments Person.comments 255
Home City Person.contactinfo.addresses[specifier=HOME].city 255
Home Country Person.contactinfo.addresses[specifier=HOME].country 255
Home Line 1 Person.contactinfo.addresses[specifier=HOME].linel 255
Home Line 2 Person.contactinfo.addresses[specifier=HOME].line2 255
Home Zip Person.contactinfo.addresses[specifier=HOME].postalCode 255
Home State Person.contactinfo.addresses[specifier=HOME].stateProvince | 255
Other City Person.contactinfo.addresses[specifier=OTHER].city 255
Other Country Person.contactIinfo.addresses[specifier=OTHER].country 255
Other Line 1 Person.contactinfo.addresses[specifier=OTHER].linel 255
Other Line 2 Person.contactInfo.addresses[specifier=OTHER].line2 255
Other Zip Person.contactinfo.addresses[specifier=OTHER].postalCode 255
Other State Person.contactinfo.addresses[specifier=OTHER].stateProvince | 255
Work City Person.contactinfo.addresses[specifier=WORK].city 255
Work Country Person.contactinfo.addresses[specifier=WORK].country 255
Work Line 1 Person.contactinfo.addresses[specifier=WORK].linel 255
Work Line 2 Person.contactInfo.addresses[specifier=WORK].line2 255
Work Zip Person.contactinfo.addresses[specifier=WORK].postalCode 255
Work State Person.contactinfo.addresses[specifier=WORK].stateProvince | 255
Email Other Person.contactIinfo.emailAddresses[specifier=OTHER].value 255
Email Primary Person.contactinfo.emailAddresses[specifier=PRIMARY].value | 255
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NAME PROPERTY FIELD LIMITATIONS
Email Secondary Person.contactinfo.emailAddresses[specifier=SECONDARY]. 255
value
Phone Fax Person.contactinfo.phoneNumbers[specifier=FAX].value 255
Phone Home Person.contactIinfo.phoneNumbers[specifier=HOME].value 255
Phone Mobile Person.contactInfo.phoneNumbers[specifier=MOBILE].value 255
Phone Other Person.contactinfo.phoneNumbers[specifier=OTHER].value 255
Phone Work Person.contactIinfo.phoneNumbers[specifier=WORK].value 255

Grant one Free APB Pass

Person.credentials[primaryLdapBadge].antiPassbackExempt

1 or O (Checked or Unchecked)

Generic card format (Prox)

Person.credentials[primarylLdapBadge].badgeCardFormat.
name

32

Badge format Person.credentials[primaryLdapBadge].badgeFormat.name 24
Badge type Person.credentials[primaryLdapBadge].badgeType.name 32
Card# Person.credentials[primarylLdapBadge].cardNum 17
Comments Person.credentials[primaryLdapBadge].comments 255
Facility code Person.credentials[primarylLdapBadge].facilityCode 4
Hot stamp Person.credentials[primaryLdapBadge].hotStamp 10
Issue code Person.credentials[primaryLdapBadge].issueCode 8
Large card number Person.credentials[primaryLdapBadge].largeCardNumber 1024
PIN Person.credentials[primarylLdapBadge].pin 20
User Code Profiles Person.credentials[primaryLdapBadge].privilegeAssignments | 255
Site Person.credentials[primarylLdapBadge].site.name 8
User code Person.credentials[primarylLdapBadge].userCode 12
Effective Person.credentials[primaryLdapBadge].validity.timespan. 8
effectiveDate
Expires Person.credentials[primaryLdapBadge].validity.timespan. 8
expirationDate
Validity Person.credentials[primarylLdapBadge].validity.type.name 32
Watch level Person.credentials[primaryLdapBadge].watchLevel.name 32
Date of birth Person.personldentifier.DOB 8
Date of hire Person.personldentifier.DOH 8
Department Person.personldentifier.department.name 8
Employee # Person.personldentifier.employeeNumber 40
Status Person.personldentifier.employeeStatus.active 32
Personnel type Person.personldentifier.employeeType.name 32
ID# Person.personldentifier.govtld 64
SSN / FIN / ID# Person.personldentifier.govtidSpecifier.name 32
First name Person.personldentifier.name.firstName 30
Last name Person.personldentifier.name.lastName 50
Middle name Person.personldentifier.name.middleName 30
Suffix Person.personldentifier.name.nameSuffix 15
Title Person.personldentifier.name.nameTitle 15
Nickname Person.personldentifier.name.nickname 30
Nationality Person.personldentifier.nationality.name 255
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NAME PROPERTY FIELD LIMITATIONS

Organization Person.personldentifier.organization.name 8

Date of termination Person.personldentifier.terminationDate 8

Title in organization Person.personldentifier.titleiInOrg 200

User ID Person.personldentifier.userld 32

Photo Person.primaryldPhoto.image.data 24

Signature Person.primaryldSignature.image.data 24

Profiles Person.privilegeAssignments 255

Partition Person.region.name 55

Username Person.username 64
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Configure the Field Transformations

Use the Field Transformations tool to map custom personnel and badge fields. Create custom fields that

pull from attributes found in Field Mapping.
The following is an example for Person ldentifier scripts:

var employeeStatus = data.get(‘Person.personldentifier.employeeStatus.name’);

switch (employeeStatus)

{
case ‘1
data.put(‘Person.personldentifier.employeeStatus.name’,’Inactive’); break;
case ‘2%
data.put(‘Person.personldentifier.employeeStatus.name’,’On Leave’); break;
case ‘3’:
data.put(‘Person.personldentifier.employeeStatus.name’,’Retired’); break;
case ‘4"
data.put(‘Person.personldentifier.employeeStatus.name’, Terminated’); break;
case ‘5"
data.put(‘Person.personldentifier.employeeStatus.name’,’Active’); break;
¥
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Hardware - Tree - Ent

File Edit Navigation Monitoring Management Configuration Advanced Window Help

PEt. EA v Dbl v FVew - e - iEpot. O Commands v CQserch v| |

v App Server ST
v 3 Driver Manager localhost - localhost [Started]
§3% Automation Driver - localhost [Started]

LICENSE EXPIRES ON: 1/20,

> DMP Driver - localhost [Started] Status: Online
v i3 Data Transfer Driver - localhost [Started] Name: entreadfs
[ entreadfs - 10.4.2.243 [Online] Type: LDAP Server
404 Historical Events Driver - localhost [Started] Model: Server Model LDAP

> [ Workstations

ICES

Save and Close (& Report...

General [€] Add - Field Transform 0oox
Location

Configuration
Properties
Import Poll Schedule Entre property Type | No operation v

[&] Save and Close
rameter 2

Field Mapping |person.personide || search...

Field
: Person.personidentifier.DOB ~

bl imcits person;erscnldentiﬁer.DOH

Recent Events Personp i name

Device C Person.personidentif

Person. Identifi I active

Person.personidentifier.employeeType.name

Per

Direction | Import v

= e Nlale

- Field Tr

Save and Close

Entre property Type | Javascript 2

Search

Direction |Import v

Person.personExtensions.value31 R P .. ~ detaget(P 0
Person.personExtensions.value32 g 7
Person.personExtensions.value33
Person. personExtensions.value34 ¢
Person.personExtensions.value3s s
Person.personExtensions.value3t st put(P ‘Inactive’); break:
Person. personExtensions.value37 b : Z
Person.personExtensions.value3s ot put(P P 1 'On Leave): break:
garsun parsongtansmn;.va:ujg e . g
erson.personExtensions.valu ’ - . .
Person‘zersw\Extens\ons.va\uefw S bl
Person.personExtensions.valued1 : g ;- .
Parson‘;arsonExtansmns.va\ue‘iZ S, R
Person.personExtensions.valued3 S 7 ;
Person zarmnmamons.uamm e el
Person.personExtensions.valued3
Person.personExtensions.valueds
Person. personExtensions.valued7
Person.personExtensions.valued3
Person.personExtensions.valued9
Person. personExtensions.values.
Person.personExtensions.values0
Person.personExtensions.values]
Person. personExtensions.value52
Person.personExtensions.value53
Person.personExtensions.valuedd
Person. personExtensions.value53
Person.personExtensions.valuest
Person.personExtensions.values7
Person. personExtensions.value53
Person.personExtensions.valuesg
Person. personExtensions.values.
Person.personExtensions.valueT
Person.personExtensions.valusd
Person. personExtensions.valued
Person.personldentifier, DOB
Person.personldentifier, DOH
Person.personldentifier. department.name
Person.person|dentifier.emplayeeNumber
Person.person|dentifier. employeeStatus.active
b

switch (employeeStatus)

Person.personldentifier.employeeType.name
Person.personldentifier.name firstName
Person.personidentifier.name.lastName

Save and Close

Entre property Type | Javascript 5

Search...

Direction | Export -

Person.personExtensions.value31 A i
Person.personExtensions.value32
Person.personExtensions.value33
Person.personExtensions.value34 ¢
Person.personExtensions.valueds
Person.personExtensions.value3s data,putCPerson
Person.personExtensions.value3? e e
Person.personExtensions.value3 ot patlpe ; 2% breake
Person.personExtensions.value39 e Redired o
Person.personExtensions.valued it T
Person.personExtensions.valuedd Wl e
Person.personExtensions.valued] i —
Person.personEstensions.valued? Wiy Lt
Person.personExtensions.valued3 datapoilP o ek
Person.personExtensions.valued4 d i
Person.personExtensions.valueds
Person.personExtensions.valueds
Person.personExtensions.valued?
Person.personExtensions.valuedd
Person.personExtensions.valuedd
Person.personExtensions.values
Person.personEctensions.values0
Person.personExtensions.values!
Person.personExtensions.values2
Person.personExtensions.values3
Person.personExtensions.values4
Person.personExtensions.value35
Person.personExtensions.valuesé
Person.personExtensions.values7
Person.personExtensions.valuess
Person.personExtensions.valuesd
Person.personExtensions.valueb
Person.personExtensions.valuel
Person.personExtensions.valued
Person.personExtensions.valued
Person.personldentifier.D0B
Person.personldentifier.DOH
Person.personldentifier.department.name
Person.personldentifier.employeeNumber
Person.person|dentifier.er eeStatus.active
nplo
Person.personidentifier.employeeType.name
Person.personldentifier.name firstName

var = data.get(Person. name);
switch (employesStatus)

case Inactive’;
break;

ENTRE SSO, AD, & LDAPS GUIDE




AUTOMATE SECURE LDAP IMPORT
AND EXPORT

Import Automation
Set Up Import Schedules

The wizard defaults to a regular import interval of every 10 seconds. It is recommended to extend this

interval to limit excessive calls to Active Directory and free resources of Entré.

Schedule the Full Import Command

A full import can be scheduled using an automation rule.

Export Automation
Set Up the Change Processor Export Automation

This is automatically managed, and all changes are pushed as soon as possible.

Schedule the Export Command

An export can be scheduled using an automation rule.
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POTENTIAL ISSUES AND
RESOLUTIONS FOR SECURE LDAP

Some Changes in Entré Do Not Make it to Active Directory

Modifying an entry in Active Directory and modifying the related record in Entré can cause
synchronization issues. Entré queues up a set of changes to send out. Though if a change is imported
from Active Directory on the same field, the data from Active Directory will overwrite the exported

change.

Default Data is Not Exported

After changing the transformations or mappings run a full import then an export.
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